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HOW IT WAS EXAMINED

A practical hacking exam on a live web application, with a full pentest report graded by the examiner. The certification was awarded at three levels: Basic (24-hour exam),
Advanced and Master (48-hour exam), based on the findings and the quality of the report. This holder achieved Master, the highest level.

00 - Introduction & exam strategy

¢ How the 24/48-hour exam and the three levels work

* Time budgeting and note-taking

01: Recon & mapping

¢ Application mapping
» Content discovery and attack-surface notes

02 - Broken access control

* IDOR, BAC and privilege boundaries
* The access-control matrix

03-04 - Cross-site scripting & blind XSS

e Reflected, stored and DOM XSS
¢ Blind XSS with out-of-band payloads

05 - CSRF

e Token, origin and SameSite failures
* Proof-of-concept pages
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06

07 -

08 -

09 -

10 -

- SSRF

Internal reach and metadata endpoints
Safe validation

JWT & authentication

JWT attacks
Session and auth-flow weaknesses

Hidden credentials

Secrets in source, JS and config
The secret funnel

Business logic

Finding logic gaps
Abuse of intended flows

Vulnerability chaining
Combining low findings into high impact
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CONTINUED

11 - Automation & tooling

 Scripting repeatable checks
* Tooling that respects scope

12 - Reporting
* Finding structure, evidence, severity
* Writing the graded pentest report

13 - Exam prep & mock exam

* Mock exam on a practice target
* Reviewing your own report
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